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Disclaimer

Overview
Product ‘ Severity Vulnerability
High, . A
IBM 's Multiple Vulnerabilities
High,
Ubuntu , Multiple Vulnerabilities
Description

IBM

High,

Multiple Vulnerabilities (CVE-2024-21538, CVE-2024-47874, CVE-2024-49767, CVE-2024-49766,
CVE-2024-6119)

IBM has released security updates addressing multiple vulnerabilities that exist in their products.
Exploitation of these vulnerabilities may lead to Denial of Service, Arbitrary file upload, Application
termination.

IBM advises to apply security fixes at your earliest to protect systems from potential threats.

IBM Security QRadar EDR - Version 3.12

Yes

Yes

https://www.ibm.com/support/pages/node/7180314

Ubuntu

High, )

Multiple Vulnerabilities

Ubuntu has released security updates addressing multiple vulnerabilities that exist in their
products. Exploitation of these vulnerabilities may lead to Denial of Service, Arbitrary code
execution. Sensitive information Disclosure, Use-after-free.

Ubuntu advises to apply security fixes at your earliest to protect systems from potential threats.

Ubuntu 14.04
Ubuntu 16.04
Ubuntu 18.04
Ubuntu 22.04
Ubuntu 24.04

Yes

Yes

e  https://ubuntu.com/security/notices/USN-7154-2
e  https://ubuntu.com/security/notices/USN-7183-1
e  https://ubuntu.com/security/notices/USN-7185-1
e  https://ubuntu.com/security/notices/USN-7187-1

The information provided are gathered from official service provider’s websites and portals. FinCSIRT strongly recommends members to
apply security fixes as per the given guidelines, following the organization’s patch and change management procedures to protect systems

from potential threats.
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