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Overview

Product ‘ Severity Vulnerability

Cisco High Privilege Escalation
Nodejs High Buffer Overflow
Description

Affected Product

Cisco

Severity

High

Affected Vulnerability

Privilege Escalation (CVE-2021-1359)

A vulnerability in the configuration management of Cisco AsyncOS for Cisco Web Security
Appliance could allow an authenticated, remote attacker to perform command injection and
elevate privileges to root. An attacker could exploit this vulnerability by uploading crafted XML
configuration files that contain scripting code to a vulnerable device.

Affected Products

Cisco AsyncOS for Cisco WSA, both virtual and hardware appliances.

Officially Acknowledged by
the Vendor

Yes

Patch/ Workaround
Released

Yes

Reference

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-scr-web-priv-esc-k3HCGJZ

Affected Product

Nodejs

High

Affected Vulnerability

Buffer Overflow (CVE-2021-22930)

Description

Node.js is vulnerable to a use after free attack where an attacker might be able to exploit the
memory corruption, to change process behavior. Use-After-Free (UAF) is a vulnerability related
to incorrect use of dynamic memory during program operation

Affected Products

Node v12.22.4 (LTS)
Node v14.17.4 (LTS)

Officially Acknowledged by
the Vendor

Yes

Patch/ Workaround
Released

Yes

Reference

https://nodejs.org/en/blog/release/v14.17.4/
https://nodejs.org/en/blog/release/v12.22.4/

Disclaimer

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company
policies and procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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