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Overview
Severity Vulnerability
IBM High Multiple Vulnerabilities
Description

Affected Product IBM
High

Multiple Vulnerabilities(CVE-2020-5024, CVE-2020-5025)

Severity

Affected Vulnerability

CVE-2020-5024 : A vulnerability has been found in IBM DB2 for Linux, UNIX and Windows
(includes DB2 Connect Server) could lead an unauthenticated attacker to origin a denial of

service attack due to a hang in the SSL handshake.
Description
CVE-2020-5025: A buffer overflow vulnerability was found in IBM Db2 db2fm could allow a

local attacker to execute arbitrary code on the system with root privileges due to improper
bounds checking.

IBM Db2 V9.7, V10.1, V10.5, V11.1, and V11.5

Affected Products

Officially Acknowledged by

Y
the Vendor €s

Patch/ Workaround Released Yes

https://www.ibm.com/support/pages/node/6427861
Reference

https://www.ibm.com/support/pages/node/6427855

Disclaimer

The information provided herein is on "as is" basis, without warranty of any kind. FinCSIRT highly recommend to follow the company policies and
procedures when applying the necessary patches with thorough testing and ensuring proper roll-back capabilities exists.
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