Advisory Alert

Alert No: AAA180918 Date: 18-Sep-18 13:25 PM
Security Updates for 18" September 2018

Overview
Microsoft = Multiple Vulnerabilities
Medium and Low ) .
WebSphere = Man-in-the-Middle Attack

Description /

Impact Microsoft e Microsoft has released the September 2018 Security Update.

« Affected Products: Internet Explorer, Microsoft Edge, Microsoft
Windows, Microsoft Office, and Microsoft
Office Services and Web Apps, Chakra Core,
Adobe Flash Player, .NET Framework,
ASP.NET, etc.

« Officially Acknowledged by the Vendor: Yes

A vulnerability in IBM WebSphere Application Server could provide

WebSphere
weaker than expected security under certain conditions. A remote
attacker to perform man-in-the-middle attacks..

o Affected Products: Version 9.0, 8.5

 Officially Acknowledged by the Vendor: Yes

Risk Reduction Visit the links below and follow the instructions given by respective vendors.

Recommendations

Microsoft https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail /498f2484-a096-
€811-a978-000d3a33c573
WebSphere https://www-01.ibm.com/support/docview.wss?uid=ibm10718837

Disclaimer The information provided herein is on "as is" basis, without warranty of any kind.

Financial Sector Computer Security Incident Response Team, Sri Lanka
Hotline: + 94 112039777
Report incident to incident@fincsirt.lk
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