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                  Security Updates for 15th August 2018     
 

Overview 

 

 

 

 

 

High Oracle ▪  Privilege Escalation 

Medium and Low 
Microsoft ▪  Multiple Vulnerabilities 

Samba ▪  Multiple Vulnerabilities 

Description / 

Impact  

 

Oracle •  A vulnerability in Oracle Database Server related to the Java VM 

component could allow an authenticated attacker to control of the 

system. 

•  Affected Systems: Oracle Database Server 11.2.0.4, 12.1.0.2, 

12.2.0.1, 18. 

•  Officially Acknowledged by the Vendor:  Yes 

Microsoft •  Microsoft has released the August 2018 Security Update. 

•  Affected Products: Internet Explorer, Microsoft Edge, Microsoft 

Windows, Microsoft Office, and Microsoft 

Office Services and Web Apps, Chakra Core, 

Adobe Flash Player, .NET Framework, 

ASP.NET, etc. 

•  Officially Acknowledged by the Vendor:  Yes 

Samba •  Samba has released the August 2018 Security Update. 

•  Affected Systems: Samba 3.2.0 – 4.8.3, Samba 4.7.0 onwards, 

Samba 4.7.0 - 4.8.3, Samba 4.0.0 onwards, 

4.8.0 onwards 

•  Officially Acknowledged by the Vendor:  Yes 

Risk Reduction 

Recommendations 

Visit the links below and follow the instructions given by respective vendors. 
 

Oracle http://www.oracle.com/technetwork/security-advisory/alert-cve-2018-3110-5032149.html  

Microsoft https://portal.msrc.microsoft.com/en-us/security-guidance/releasenotedetail/ecb26425-

583f-e811-a96f-000d3a33c573  

Samba https://www.samba.org/samba/history/security.html  
 

Disclaimer The information provided herein is on "as is" basis, without warranty of any kind. 
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