Advisory Alert

Alert No: AAA180705 Date: 05-Jul-18 15:19 PM
Security Updates for 05" July 2018

Overview

High phpMyAdmin = File Inclusion and Remote Code Execution

Description /
Impact phpMyAdmin o Avulnerability in phpMyAdmin could allow a remote authenticated
attacker to include arbitrary files (malicious) which could allow the
attacker to execute arbitrary code on the vulnerable web server
o Affected Systems: phpMyAdmin 4.8.0, 4.8.1

« Officially Acknowledged by the Vendor: Yes

Risk Reduction Visit the links below and follow the instructions given by respective vendors.

Recommendations

phpMyAdmin https://www.phpmyadmin.net/security/PMASA-2018-4/

Disclaimer The information provided herein is on "as is" basis, without warranty of any kind.
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