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Overview 

 

 

 

 

High 

Windows Malware Scanner ▪  Remote Code Execution 

Microsoft Office ▪  Remote Code Execution 

Windows OS ▪  Arbitrary Code Execution  

Internet Explorer ▪  Remote Code Execution 

Description / 

Impact  

Windows 

Malware 

Scanner 

•  A vulnerability in the Windows Malware Scanner of Windows 7, 8.1, RT 

and 10 computers and Windows Server 2016 allow attackers to execute 

remote code.  

Microsoft 

Office 

•  A vulnerability in the Microsoft Office 2010, 2013 and 2016 allow attackers 

to execute remote code. 

Windows OS •  A vulnerability in the Elevation of Privilege (EoP) in all supported versions 

of Microsoft’s Windows Operating system allow attackers to execute 

arbitrary code. 

Internet 

Explorer 

•  A vulnerability in the Internet Explorer version 10 and 11 allow attackers 

to execute remote code and take control of an affected system. 

 

Risk Reduction 

Recommendations 

Visit the links below and follow the instructions given by respective vendors. 

 

Windows Malware Scanner https://technet.microsoft.com/en-us/library/security/4022344.aspx 

Microsoft Office https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0262 

Windows OS https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0263 

Internet Explorer https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2017-0222 
 

Disclaimer The information provided herein is on "as is" basis, without warranty of any kind. 

 


